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Introduction
After a long day at work a young mother lies down on the couch,
puts her feet up and clicks on the television to find one of her
daughter's favorite movies, E.T., playing on one of the broadcast
networks.1 She pops a tape in the VCR and presses record so her
daughter can watch it after she is through with her homework. This
scenario is as familiar nowadays as it would have been strange thirty
years ago. The VCR is now commonplace in today's homes.
Television viewers often "time-shift" television by recording a
program and then watching it at a later time.'
With the advent of digital content, pressing the record button on
a VCR or, worse, on new DVD recorders with digital outputs, has
Hollywood, and specifically the Motion Picture Association of
America ("MPAA"), fearing for the future of digital television.3 The
FCC hopes to transition from analog television to digital television by
the end of 2006, a flexible target date.4 Digital television will give
viewers higher quality picture and sound, whether they subscribe to
cable, satellite, or simply use an antenna to receive broadcast
television.5 It is this last type of reception that scares Hollywood. The
MPAA and other entertainment entities like Fox, ABC and CBS 6 are
worried that if viewers can record high quality digital content from
broadcast television for free, then they could just as easily transmit
this digital content through the Internet freely, violating copyright
laws.' They theorize that this will discourage content providers from
broadcasting their programs in digital format, thus delaying the
transition to digital. 8
1. Broadcast networks are ABC, NBC, CBS, Fox, PBS, UPN and The WB.
2. See Sony Corp. of America v. Universal City Studios, Inc., 464 U.S. 417 at 44243
(1984) (the Supreme Court held that it was fair use for a television viewer to record
programs to watch later, a process referred to as "time-shifting").
3. In the Matter of Digital Broadcast Copy Protection, Joint Comments of the
Motion Picture Association of America, Inc., et. al., MB Docket No. 02-230, at I. (Dec. 6,
2002), availableat http://www.mpaa.org/Press/MPAAComments_02-230.pdf) [hereinafter
MPAA Comments].
4. Thomas Sugrue, Remarks, To the FCC National Coordination Committee (Nov.
2, 2000), availableat http://wireless.fcc.gov/statements/2000-11-02.pdf.
5. FCC, Digital Television (DTV) Regulatory Information (last visited Nov. 17,
2004), availableat http://www.fcc.gov/dtv.
6. MPAA Comments, supra note 3. Fox, ABC and CBS joined with the MPAA in
their comments on the broadcast flag proposal.
7. Id. at i.
8. Id. Specifically, the MPAA Comments state that:
"[b]ecause it is transmitted in the clear, digital broadcast television is subject to an
extraordinarily high risk of unauthorized redistribution over networks such as the
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In order to avoid free Internet distribution of high quality digital
programming, the FCC mandated the implementation of the ATSC
flag ("broadcast flag") as a form of digital rights management to
protect copyrighted digital content. 9 The broadcast flag would place
the burden of copyright protection on the electronics manufacturers
of televisions, DVD players, VCRs, DVD recorders, computers, and
any other device that contains a digital output.'l This brings up a
variety of issues, not the least of which is whether the FCC's proposed
scheme will actually achieve the result it intends-the protection of
digital content.
In practice, the FCC's mandate, while attempting to solve a
growing problem, is impractical and ineffective. Critics are unsure if
the FCC even has the jurisdiction to implement a machine-driven
copyright scheme." While the FCC and Hollywood contend that the
broadcast flag will ultimately lead to better digital content, 12 the
technology required to make this possible could be prohibitively
expensive for manufacturers of electronics as well as consumers. The
flag also allows a number of ways to circumvent the system, especially
for those users that are most likely to violate copyright law.
Once the FCC approves the technology required in all future
consumer electronics with digital outputs, recording E. T. off the T.V.
may become a confusing prospect for the average viewer. An old preflag VCR will not play anything recorded by a post-flag VCR. The
reverse is also true in all cases. As old legacy devices die and are
replaced with new devices, that tape of E.T. will become nothing
more than a paper weight, never to be viewed again, even within the
same home it was originally recorded. However, for the advanced
television viewer, the one that would distribute high-quality digital
programs over the Internet, he or she needs only to plug in the right
cords or repair the right legacy device to make piracy possible.

Internet. The threat of such wide-scale piracy, if not addressed, will lead content providers
to cease making their high-value programming available over broadcast television. The
DTV transition would be seriously threatened by such a development, with subsequent
harm to consumers."
9. In the Matter of Digital Broadcast Content Protection, Report and Order and
Further Notice of Proposed Rulemaking, MB Docket No. 02-230, 9 4 (Nov. 4, 2003),
available
at
http://www.conmreg.pf.com/Pfdocuments/FCCRcdPDFs/FccO3-273.pdf
[hereinafter FCCReport and Order].
10. Id.
11. "Machine-driven" indicates that it is the electronics that are providing content
protection.
12. MPAA Comments, supra note 3, at i.
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In place of the broadcast flag, current copyright laws and the
decisions of courts regarding fair use should take care of any
problems that digital broadcast content incurs. Movie and television
studios should also look towards the Internet as the new frontier of
distribution rather than trying to head off a Napster-like assault that
is not likely to come in the area of digital broadcast television. New
business models, including making television programs available for
stream or download at the same time as they are aired on television,
could succeed in warding off the average user from taking any
advantage of free digital content.
The first section of this note introduces and explains the problem
of digital online piracy and how the FCC plans to cure these problems
with the broadcast flag. The note goes on to discuss how the flag is
supposed to 'work in practice, considering various issues such as
growing technology, loopholes in the flag and the FCC's current
consumer model. The third section considers the FCC's jurisdiction
over implementation of a flag-based protection scheme. The final two
sections of this note conclude that copyright protection is ill-served by
the broadcast flag and protection schemes based around copyright
law and new business models will better serve Hollywood.

I.

Digital Online Piracy

The FCC explains the broadcast flag as the "availability of high
value digital content to consumers in a secure, protected format."13
Instead of implementing strict copy control over content, the FCC
opted for redistribution control. 14 The main impetus for the broadcast
flag is the continued transition towards completely digital
programming without scaring away content providers by the threat of
piracy."
A.

Specific Implementation of the Flag

The broadcast flag consists of several bits which attach to a
particular piece of digital content.1 6 The bits formulate a descriptor
tag and include undefined bits that could be used for more
redistribution control in the future." Demodulators in the reception
equipment would recognize the flag and then signal the device (such
13.
14.
15.
16.
17.

FCC Report and Order,supra note 9, at
Id. at$ 5.
Id. at 6.
Id. at 13.
Id.

1.
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as a television) to output the content. 18 The technology that will most
likely be implemented will be the "5C Suite," which would be added
to a Table A of approved technology for all digital output devices. 9 In
a home media system, the VCR, television, DVD recorder and all
other digital output devices would be part of the 5C ring of video
equipment. Anything outside of that ring would not be compliant
with anything inside of the ring.2 °
B.

Problems for Hollywood

Hollywood is one of the most powerful forces in Washington and

American pop culture is one of America's biggest international
exports.2 It is no wonder that the government is scared of the new
wave of digital piracy which has been increasing over the past few
years." Jack Valenti, president of the MPAA, is concerned with the
downloading habits of the average Internet user rather than the more
knowledgeable hacker.23 College students and young adults who are
accustomed to the Internet most frequently infringe on copyrighted
material by illegally downloading digital content. 24 The number of
downloads increase each year. 25 .
1& Id.
19. See Robert Perry, Michael Ripley & Andrew Setos, FinalReport of the Co-Chairs
of the Broadcast Protection Discussion Subgroup to the Copy Protection Technical
Working Group (June 3, 2002) available at http://www.cptwg.org/assets/bpdg/bpdg%20
report.doc. The Broadcast Protection Discussion Group ("BPDG") summarized their
evaluation of technical specifications for implementing the broadcast flag scheme. Fox
Broadcasting first suggested the 5C Suite of technologies required for all electronics with
digital outputs. Although the FCC has yet to mandate any specific technology, the 5C
Suite will likely prevail. See FCC Report and Order, supra note 9, at TT 42-44 (The FCC
already approved of compliance rules proposed by the MPAA and the 5C companies, but
believe that the robustness rules are too expansive and should be geared more toward the
ordinary user rather than experts).
20. FCC Report and Order,supra note 9, at T 47. The FCC acknowledges that legacy
devices will not be compatible with new post-flag devices, yet believes that this is not
unique to a flag system and is outweighed by the benefits.
21.
Paul Farhi and Megan Rosenfeld, American Pop Penetrates Worldwide,
WASHINGTON POST, Oct. 25, 1998 available at http://www.washingtonpost.com/wpsrv/inatl/longterm/mia/partl.htm. See John Borland, An end to digital piracy?, CINet
News.com (Apr. 4, 2002), at http://news.com.com/2008-1082-875394.html. In 1996,
international sales of software and entertainment products totaled $60.2 billion, more than
any other industry.
22. Borland, supra note 21.
23. Id. Specifically, Valenti states, "you can never protect movies against hackers
hackers will break into anything but 99 percent of people aren't hackers."
24. See Bryan Rivers, The aarrrgh-ument over computer piracy, EAGLE-TRIBUNE
(June 6, 2002), available at http://www.eagletribune.com/news/stories/20020606/
LI_001.htm.
25. Id.
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The federal government sees the problem of online digital piracy
as so significant that it has become involved in ways beyond the FCC
and the broadcast flag. 26 In February 2004, the Federal Bureau of
Investigation ("FBI") announced a new anti-piracy warning label
which would caution consumers about the legal consequences of
pirating movies, software and music. 27 Cybercrime, including online
digital piracy, is the FBI's "No. 3 priority" behind terrorism and
counterintelligence. 2 In the new area of online piracy, the threat of
copyright infringement becomes global. Any piracy countermeasures
must protect against infringement in all countries with "broadband
access to the Internet." This presents a large problem for Hollywood.
In the wake of concern for digital piracy, the problems that
Hollywood faces are still potential and not actual. Disney CEO
Michael Eisner spoke towards future harm when he called digital
piracy an "unimaginable threat." 29 It is difficult to know how much
damage online piracy is actually doing to the entertainment industry,
especially since movies most downloaded off the Internet, like Lord
of the Rings: Fellowship of the Ring and Spider-man, were also movies
that did extremely well at the box office. 30 In 2002, 400,000 to 600,000
movies were downloaded per day on services like KaZaa,3" yet box
office receipts are higher than ever.12 Twenty-nine movies made over
$100 million and six movies made over $200 million domestically in
2003. 33 In fact, The Lord of the Rings: Return of the King just became
the second movie to gross over $1 billion worldwide. 34 Despite these
numbers, Hollywood still believes that digital piracy is a problem that
can only grow because of increasing technology in broadband
Internet speeds.35
26. See Borland, FBI Spotlights Digital Piracy, CINet News.com (Feb. 19, 2004), at
http://news.com.com/2100-1025-5161871.html.
27. Id.
28. Id. (quoting FBI Assistant Director Jana Monroe).
29. James Lardner, The Battle over Digital Piracy: Hollywood vs. High-Tech,
Business 2.0 Magazine (Apr. 21, 2002), available at http://www.freerepublic.com/focus/
news/670285/posts.
30. Id.; Rivers, supra note 24.
31. Rivers, supra note 24; KaZaa, at http://www.kazaa.com/.
32. Box Office Mojo, 2003 Domestic Grosses, at http://www.boxofficemojo.com/
yearly/chart/?yr=2003&p=.htm (last visited March 11, 2004).
33. Id.
34. Box Office Mojo, The Lord of the Rings: Return of the King, at
http://www.boxofficemojo.com/movies/?id=returnoftheking.htm (last visited March 11,
2004).
35. See Rivers, supra note 24. Mark Litvack of the MPAA said in 2002, "Internet
piracy is a growing problem for (the MPAA). The moat that protected us was limitation
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The FCC and Hollywood believe that the digital piracy plaguing
movies will soon turn towards broadcast television. 36 Only three
million viewers currently tune into high definition television
("HDTV") which provides extremely high-quality digital content.37
However, more and more people will purchase HDTV sets and more
programming will be created specifically for HDTV.38 This, in turn,
will provide better quality content to pirate and more incentive to
distribute television over the Internet. Hollywood's plan to fix the
problem, however, focuses on the wrong type of "pirate" and the type
of television reception least likely to yield pirating.
II. The Flag in Practice
Hollywood and critics of the broadcast flag disagree in three
major areas: how the flag affects technological innovation, whether
the flag can overcome serious loopholes, and which side has the
correct consumer model. Each side's answer to these areas of
contention creates vastly different pictures of how the broadcast flag
will work for consumers. Either the flag will mark the beginning of
the end for digital television piracy or it will frustrate consumers with
high-priced electronics that do not add value to their entertainment
systems.
A. Technological Innovation
When audio cassettes were first introduced, it hailed the end of
the 8-track player. Unless a person kept all of her old 8-tracks, the
player would become obsolete as record stores stopped selling 8tracks in favor of cassettes. The same has essentially occurred with
CDs and the replacement of audio cassettes. DVDs will someday
replace video cassettes and DVD players will render the VCR
obsolete.39 In all cases, the technology made obsolete was replaced by
something more innovative. The device was less expensive, had more
features, or was technologically superior. Critics, like Public
on bandwidth. With the greater availability of better... technology, the moat is ever
shrinking."
36. See FCCReport and Order,supra note 9, at T 3.
37. Frazier Moore, TV in 2014 predictably personal, Associated Press (March 11,
2004), available at http://www.azstarnet.com/dailystar/relatedarticles/13732.php
(last
visited Nov. 11, 2004).
3& Id.
39. Greg Wiles, Circuit City to Stop Selling VHS Movies in its Stores, Bloomberg
News (June 21, 2002), available at http://www.detnews.com/2002/technology/0206/
23/technology-520114.htm. Circuit City cut the number of VHS titles sold in its stores
dramatically while Best Buy is reducing the space it devotes to VHS titles.
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Knowledge, are concerned that when new post-flag devices enter the
market, they will not be any of these. 4°
The MPAA, on the other hand, argues that the flag will increase
technological innovation.4 ' According to proponents of the flag,
protecting digital content will spur the availability of the content and,
therefore, spur the innovation of the systems that create and
distribute it.42 If digital broadcast television is protected, then more
programs made for HDTV will become available. Therefore, more
HDTVs will be manufactured and sold. Consumers would feel the
added value because of higher demand and, therefore, lower costs of
high-quality digital electronics.
Executive Vice President Fritz Attaway of the MPAA considers
the relationship between consumer electronics manufacturers and
entertainment providers as congruous.4 ' Attaway states, "[t]he hightech industry is our partner in this endeavor. Contrary to the
perception of some, the high-tech and movie industries are not
enemies. To the contrary, we share a common interest in providing
consumers new viewing opportunities, which will create vast new
markets for both [consumer] technology and content. ' 44
Chris Murray, legislative counsel for the Consumers Union,
called the "FCC's upgrade" a "downgrade for consumers" because
governmental action, rather than technological advances, has
rendered a particular device obsolete.45 In effect, the natural
evolution of technology has been interrupted by the broadcast flag
because the government does not have the power to predict the
future of innovation, a theory put forth by Professor Susan P.
Crawford.4 What consumers get is a more expensive product without
any added features that will not interact with their existing legacy
devices. Michael Epstein, Philips Electronics manager of Technology
40. See Public Knowledge, Consumer Group Calls FCC's Broadcast Flag an
Expensive Hollywood Flop, Say Scheme is Burdensome to Consumers and Industries (Nov.
4, 2003), available at http://www.publicknowledge.org/content/press-releases/press-releasefcc-decision-flags/view?searchterm=.
41. MPAA, Broadcast Flag Frequently Asked Questions, available at
http://www.mpaa.org[Press/BroadcastFlagQA.htm (last visited March 11, 2004).
42. Id.
43. MPAA, MPAA 's Attaway Testifies Movie Industry Faces Widespread
Unauthorized Redistribution of Movies and TV Programs on the Internet, Urges
Implementation of Broadcast Flag to Protect Digital Broadcast TV (March 6, 2003),
availableat http://www.mpaa.org/Press/BroadcastFlag-2003-0306a.htm.
44. Id.
45. Id.
46. Susan P. Crawford, Biology of the BroadcastFlag, 25 HASTINGS COMM/ENT L.J.
603, 651-52 (2004).
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and Standards, warns that 74 million DVD players currently in homes
could become obsolete by the flag scheme.47
The forthcoming broadcast flag could also suppress the rapid
pace of modern technology. In essence, it would take away valuable
time that could be used to develop better technology in consumer
electronics. When the FCC forces manufacturers to apply the new
flag technology to their devices, it is at the expense of whatever new
innovation they would have applied had the government not
interfered. The complex task of attempting to create robustness rules
for the flag and other standards requires manufacturers to take a step
back instead of moving forward. Additionally, the higher production
costs resulting from the implementation of the flag will likely be
passed on to consumers, who will be forced to purchase new
equipment that has no added value beyond that of the device they
bought the year before. 48
B.

Plugging the Holes

Despite the governments efforts to develop fullproof technology
to implement the broadcast flag,49 there will still be a number of
loopholes which get around the flag's protection. The analog hole is
the most commonly cited loophole, but others include the foreign
market loophole and the legacy loophole. Plugging these loopholes
may be nearly impossible and could require more technology that
would frustrate consumers.
1. Analog Hole
Most current consumer electronic devices like VCRs, as well as
newer devices like TIVO, DVD recorders and HDTVs, contain
analog outputs because many televisions are analog. The analog hole
exists when digital content is fed into one of these devices and the
flag, which is only concerned with digital outputs, is lost. ° The
program can then be recorded in analog and transferred back into
digital using analog-to-digital converters ("ADCs") without the
47. BusinessWeek Online, Why Hollywood Is Winning Its War (Dec. 9, 2003),
available at http://www.businessweek.com/technology/content/dec2003/tc2003129_3825_
tc137.htm.
48. Public Knowledge, supra note 40. Murray states that consumers lose because of
the "loss of innovation when computer and electronic manufacturers have to rebuild their
products to meet the demands of movie studios."
49. See In the Matter of Digital Broadcast Content Protection, Comments of the
Motion Picture Association of America, Inc., et. al., MB Docket No. 02-230 (Feb. 13,
2004) [hereinafter MPAA Technology Comments].
50. Wikipedia, Analog Hole, at http://en.wikipedia.org/wiki/Analog-Hole.
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broadcast flag attached.51 The quality is near that of the original
digital broadcast.52 The content can then be compressed for
distribution on the Internet.
Senior technology counsel for Public Knowledge stated what he
feels the broadcast flag actually does when confronted with the
analog hole:
It's as if you decided to protect your house from burglary not by
locking your door or installing a burglar alarm, but by drafting all
your neighbors into the police force. Instead of a system that
actually protects content, the Flag forces manufacturers to go back
to the drawing 53board and make all their devices monitor for
Flagged content.
Even if all new devices were required to recognize the broadcast
flag, old devices will still have the ability to record in analog and
convert back to digital. For a while, even new devices that do
recognize the flag will be able to record in analog as well. This is why
Hollywood is keen on plugging the analog hole. 4
Hollywood is trying to add another layer of protection on top of
the broadcast flag. Digimarc, a supplier of secure media solutions,
endorses the use of digital watermarking as a means to plug the
analog hole.55 Digital watermarking involves the placement of
embedded audio, video and images into digital code that is then
readable by software.56 Watermarked digital signals would prevent
analog recording of content. 57 "For this to work, all5 8ADC devices
would need to be equipped with watermark detectors.
The digital watermark, however, may preclude some fair uses of
ADCs while in the process of protecting digital content. 9 Fair use
includes recording part of a digital program for use in a critique or
educational discussion. 6° Such a procedure may well involve
51. Id.
52. Electronic Frontier Foundation, Hollywood Wants to Plug the "Analog Hole",
Consensus at Lawyerpoint (May 23, 2002), at http://bpdg.blogs.eff.org/archives/
000113.html.
53. Public Knowledge, supra note 40.
54. Electronic Frontier Foundation, supra note 52.
55. Digimarc, Presentation:Plugging the Analog Hole, at http://www.digimarc.com/
solutions/audioVideo/analoghole.asp.
56. Digimarc, What is Digital Watermarking, at http://www.digimarc.com/
watermarking/default.asp.
57. Digimarc, supra note 55.
58. Electronic Frontier Foundation, supra note 52.
59. Id.
60. 17 U.S.C. § 107 (2000). The statute reads, in part:
Notwithstanding the provisions of section 106, the fair use of a copyrighted work,
including such use by reproduction in copies or phonorecords or by any other
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transporting the content over the Internet in a completely legal
manner. Digital watermarks and the broadcast flag disallow such fair
use. As the EFF put it, "the objective of [digital watermarking] is to
make 'unauthorized' synonymous with 'illegal'. 6 1
However, if court decisions on fair use of cable television can be
extended to broadcast television, fair use is not unlimited, even if for
educational purposes. 62 According to the District Court of New York,
the more substantial the copying in the context of television, the more
likely that the infringement cannot be defended through fair use.63
Despite this particular ruling on fair use of television, watermarking
precludes all Internet distribution, even that which is not substantial.
2.

ForeignMarket Loophole

Internet blogger Ernest Miller first articulated another possible
loophole-foreign markets. 64 The Code of Federal Regulations
Section 73.9009 states, "The requirements of this subpart do not apply
TSP
to demodulators, covered demodulator products or peripheral
for export."6
solely
States
United
the
in
manufactured
products
This means that any device produced for export outside the U.S.
need not contain the broadcast flag. This brings forth two problems.
First, will manufacturers produce two separate products: one for the
United States and one for export? Second, with American television
programs so prevalent in international markets nowadays, will this
loophole mean that foreign consumers are allowed to pirate? The
Internet is a worldwide medium. An American teenager can
download a digitally pirated episode of "Friends" as easily from
London as if it was transmitted from San Francisco. Whether
manufacturers will continue to produce pre-flag devices for
exportation is unknown. This loophole gives international consumers
more freedom and functionality than Americans, in addition to
leaving a gaping hole in the broadcast flag scheme. As of this writing,
means specified by that section, for purposes such as criticism, comment, news
reporting, teaching, . . . scholarship, or research, is not an infringement of
copyright.
61. Electronic Frontier Foundation, supra note 52.
62. See Encyclopedia Britannica Educational Corp. v. Crooks, 542 F. Supp. 1156
(W.D.N.Y.1982).
63. Id. at 1179.
64. Ernest Miller, The Importance of Broadcast Flag Loophole Watch-Manufacture
for Export (Nov. 5, 2003), available at http://www.corante.com/importance/archives/
2003/11/05/broadcast-flagloophole-watch-manufacture-for.export.php (last visited Nov.
11,2004).
65. 47 C.F.R. § 73.9009 (2004).
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the FCC has not addressed how international piracy through non-flag
equipment will affect the broadcast flag scheme.
3. Legacy Loophole
The FCC acknowledges that the broadcast flag scheme will not
work on already existing legacy devices.6 As discussed above, legacy
devices are VCRs, televisions, DVD players and all other electronic
video equipment that consumers already own. The broadcast flag
cannot be recognized by any device without the technology to read
6
it. 1

While no device can survive forever, most decent electronic
equipment survives for at least a few years, especially in the hands of
those that know how to care for it. What makes legacy devices so
dangerous is the theory that those who know how to pirate digital
content are more likely to also know how to keep legacy devices in
working order.6 Because the broadcast flag was not intended to
prevent the advanced pirate from circumventing the system, the
broadcast flag cannot prevent the legacy loophole. 69 It can only be
assumed that Hollywood and the FCC are hoping that, eventually,
consumer desire for better and more functional equipment will
render the legacy hole moot. But are the new post-flag devices better
and more functional?
C. Consumer Models
The broadcast flag scheme is based on the theory that the
average television viewer spends his time thinking of how to
distribute digital broadcast content over the Internet. One may infer
this theory based on the fact that the broadcast flag was designed to
protect digital content from the average consumer and not the
advanced pirate. 0 Because of this consumer model, the FCC is
mandating millions of dollars worth of changes in video equipment. 1
The FCC has no evidence that average users are pirating or will
pirate broadcast television in the future. n As stated above, MPAA's
66. FCCReport and Order,supra note 9, at 9.
67. See id. at 3.
68. The theory is born out of the idea that online pirates are techno-savvy and know
how to operate and care for electronics.
69. FCCReport and Order,supra note 9, at 20.
70. See id. at 3.

71. See generally id.
72 See id. The FCC states, "[a]lthough the threat of widespread indiscriminate
retransmission of high value digital broadcast content is not imminent, it is forthcoming
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Jack Valenti realizes that 99 percent of television viewers do not
distribute digital content over the Internet.73 It is likely that most
average users copy only for personal use, specifically in order to timeshift programming.74 The advanced consumer with more technical
knowledge is the consumer model that the FCC should consider when
formulating any copyright protection scheme.75 However, the
broadcast flag will not protect digital content from these consumers.
Legacy devices do not recognize the broadcast flag and post-flag
devices could be manipulated to take out flag technology.
III. FCC Jurisdiction
Section 1 of the Communications Act states that the FCC was
established "[flor the purpose of regulating interstate and foreign
commerce in communication by wire and radio so as to make
76
available, so far as possible, to all the people of the United States."
According to flag proponents, this first section as well as Sections
336(b)(4) and 336(b)(5) provide the FCC direct authority to
implement such a scheme.77 In the absence of any direct authority,
they point towards ancillary jurisdiction by means of Section 4(i)
which states that the FCC has the authority to "perform any and all
acts, make such rules and regulations, and issue such orders . ..as
may be necessary in the execution of its functions. 78 They also look
to Section 303(r), which says the FCC may "[m]ake such rules and
regulations and prescribe such restrictions ...as may be necessary to

and preemptive action is needed to forestall any potential harm to the viability of overthe-air television" (emphasis added). The Report never gives an actual cite to any means
of potential harm, excluding the idea that digital content providers will withhold digital
content. That theory can be rebutted by the fact that digital broadcast content has already
been broadcast over-the-air for quite some time without much harm.
73. Borland, supra note 21.
74. See Sony Corp. of America v. Universal City Studios, 464 U.S. 417 (1984).
75. See In the Matter of Digital Broadcast Copy Protection, Comments of Electronic
Frontier Foundation, MB Docket No. 02-230, at 10 (Dec. 6, 2002) [hereinafter EFF
Comments], available at http://www.eff.org/IP/Video/HDTV/20021206-eff-fcc-comments.
pdf.
76. 47 U.S.C. § 151 (2000).
77. MPAA Comments, supra note 3, at 32; see 47 U.S.C. §§ 336(b)(4)-(b)(5) (2000).
The sections specifically state that the FCC may "adopt such technical and other
requirements as may be necessary or appropriate to assure the quality of the signal used to
provide advanced television services" as well as may "prescribe such other regulations as
may be necessary for the protection of the public interest, convenience, and necessity."
78. MPAA Comments, supra note 3, at 32; 47 U.S.C. § 154(i) (2000).
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carry out the provisions of this Act" in the context of broadcast
television.7 9
In 1992, Congress adopted the Cable Television Consumer
Protection and Competition Act of 1992 which provided protection to
consumers against inflating cable prices." The goal behind the act was
to promote diverse views and information as well as expand cable
offerings. 8 The FCC could argue that because Congress feels that
new and more expansive television programming is an important
goal, implementing the broadcast flag is imperative to continue
achieving that goal.
Critics of the broadcast flag are adamant that FCC jurisdiction
fails when it comes to legal precedent." Public Knowledge argues that
legal precedent requires that Congress grant specific authority before
the FCC can mandate requirements in consumer electronics. 8 There
is no statutory authority here. The broadcast flag is contained within
the digital signal and, therefore, becomes part of program content.
The Court of Appeals for the District of Columbia Circuit in Motion
Picture Association of America v. FCC"' ruled that the FCC cannot,
on its own, mandate restrictions and regulations concerning program
content. 86 The FCC must wait for Congress to give it statutory
authority before it can directly control content. 8 In Motion Picture
Association of America, the issue was over FCC regulations that
required video description services for television programmers." As
with the broadcast flag, video description does not change the
program itself, but rather what is carried with the program in its
signal.
The FCC would infer Congressional silence to mean that the
FCC has authority to regulate program content, so long as it is
reasonable in doing so. In another District of Columbia case, the
Circuit Court made it clear that federal government agencies cannot

79. MPAA Comments, supra note 3, at 32; 47 U.S.C. § 303(r) (2000).
80. Cable Television Consumer Protection and Competition Act of 1992, Pub. L. No.
102-385, § 2, 106 Stat. 1460, 1463(1992).
81. FCC, General Cable Television Industry and Regulation Information Fact Sheet
(2000), availableat http://www.fcc.gov/mb/facts/csgen.html (last visited March 11, 2004).
82. Public Knowledge, supra note 40.
83. Id.
84. Id.
85. Motion Picture Ass'n. of Am. v. FCC, 309 F.3d 796 (D.C. Cir. 2002).
86. Id. at 799.
87. Id. at 807.
8& Id. at 799.
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regulate simply because there is silence on an issue.J9It reasoned that
"[w]ere courts to presume a delegation of power absent an express
withholding of such power, agencies would enjoy virtually limitless
hegemony.'g0
Critics worry about the impact that an expansion of FCC would
have on other areas of digital media. 91 The National Music Publishers
Association fears that if the FCC has authority to require anti-piracy
tools in the form of technological mandates, then it could.extend to
9
other forms of digital media, like digital recordings of music. This
could result in adapting a flag for digital recordings and requiring all
equipment capable of digital audio playback to recognize an audio
flag. All makers of consumer electronics could eventually be required
by the FCC to adapt their technology to FCC rules and regulations.
IV. Failure of the Flag
Although digital piracy is growing on the Internet, ultimately, the
broadcast flag is not the answer to Hollywood's problem. The flag
protects digital programming from the average user, who is more
likely to download illegal content off the Internet then place it on the
Internet. The flag does not protect digital content from advanced
users who are better suited to distribute broadcast programming over
the Internet. 93 Even if the analog hole is plugged, that will still only
add a minor barrier that can be easily overcome by those with enough
high-tech education.
The greatest strike against the broadcast flag, however, is the
94
philosophy behind copyright law. American copyright law is based

89. Aid Ass'n. for Lutherans v. U.S. Postal Serv., 321 F.3d 1166, 1174-75 (D.C. Cir.
2003).
90. Id.
91. In the Matter of Digital Broadcast Copy Protection, Reply Comments of the IT
Coalition, MB Docket No. 02-230 (Feb. 19,2003), at 14 [hereinafter IT Comments].
92. Id.
93. Even with high broadband speeds, distributing digital content over the Internet is
a cumbersome process. Content must first be recorded and then transferred to computer.
From there users must compress the content into a downloadable size. Only then can the
user upload the file to the Internet. See University of Georgia Office of Instructional
Support and Development, Digital Video Decoded, at http://www.isd.uga.edu/
digitalvideo/capture.htm (last visited Nov. 17,2004).
94. Other countries, like France, see copyright as a "moral right" which is ultimately
conferred upon the author of the work simply because he or she created and deserves to
have protection. Philippe Chevet, FAQ about French Copyright Law, at
http://www.hypernietzsche.orglicenses/faq-copyright.html (last visited March 11, 2004).
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on a utilitarian philosophy.95 Copyright law was created to "promote
the Progress of Science and useful Arts."' The Supreme Court stated
that monopoly privileges are a "limited grant... [for] which an
important public purpose may be achieved. It is intended to motivate
the creative activity of authors and inventors... and allow the public
access to the products of this genius. '
While the FCC argues that the broadcast flag is geared towards
the purposes of copyright law by allowing digital content providers to
keep producing without fear of piracy,9 the flag causes more harm to
innovation than benefit to consumers. Electronic manufacturers of
televisions and DVD recorders will have less incentive to produce
products with more features because consumers' use of their products
will become limited. Legacy devices will not work with newer devices
so consumers will keep their DVD players and televisions longer.
With less demand for new post-flag devices, prices will go up and
high-tech features will not follow suit.
On the other hand, television stations already broadcast digital
content without any evidence that it is being substantially affected by
online piracy. With hard limits on broadband speeds, it is unlikely
that digital piracy of higher quality HDTV content will become
available to the average user. 99 The country will more likely suffer
from a lack of new products rather than receive a burst of digital
content that would not have been there otherwise. In that way, the
broadcast flag goes against the fundamental purpose behind copyright
law in America.
V. Changing Strategies
Hollywood and the FCC are so anxious to prevent piracy that
they have discounted thoughts as to whether technological mandates
to prevent digital copying should be implemented at all. Currently we
have a legal system in place that is designed to punish those who
violate copyrighted material.'O' Copyright owners have exclusive
95. ROBERT P. MERGES, PETER S. MENELL & MARK A. LEMLEY, INTELLECTUAL
PROPERTY IN THE NEW TECHNOLOGICAL AGE 325 (3d ed. 2003).
96. Id (quoting U.S. CONST. art. I, § 8 cl.8).
97. Sony Corp. of America v. Universal City Studios, 464 U.S. 417, 429 (1984).
98. MPAA Comments, supra note 3.
99. FCC Report and Order, supra note 9, at T 5 (citing Mike Godwin, Senior
Technology Counsel, Public Knowledge Letter to Marlene Dortch, Secretary, How to
Misuse Tech Statistics, FCC at Attachment (May 23, 2003)).
100. In many cases, copyright holders bring suits in civil courts and criminal copyright
infringement is not pursued.
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rights which include copying, distributing, creating derivative works,
performance and display, subject to fair use by consumers. 1 Critics
suggest that Hollywood is trying desperately to prevent, in the movie
world, what Napster did to the music world, but such a comparison is
faulty, at best.' Rather than forcing technology on consumers in the
form of more expensive, incompatible equipment, two new strategies
to digital television copyright protection should be considered: a
combination of law and consumer behavior as a deterrent, and a
changed business model for distribution of digital broadcast content.
A. Law and Consumer Behavior
The problems with digital broadcast television should be left to
current copyright law and the courts rather than regulations placed on
electronics manufacturers. The Electronic Frontier Foundation
("EFF") points out that most piracy is done through NTSC
broadcasts (analog) or cable transmissions rather than digital
television broadcasts.' 3 Consumer behavior does not require
sweeping reform of digital broadcasting, especially reform which
would render current DVD players, VCRs, and televisions useless
years earlier than they otherwise would have been.
The music industry's problems with Napster and other filesharing programs have spurred faster approval of technology to limit
copyright violations of video content.' ° However, digital broadcast
content is not the same as mp3 audio files. 1 Within the FCC's Report
and Order, it acknowledges critics views that there are hard limits on
advances in video compression and broadband speed. 1 6 The main
concern with digital television is that it provides higher quality
content than normal NTSC television. However, with this higher
quality comes increasing file sizes that are an impediment to any who
dare download digital in its best form.'O° Digital television makes
possible the advent of HDTV, which is such great quality that a two101. 17 U.S.C. § 106 (2000). Performance and display rights apply to "literary, musical,
dramatic, and choreographic works, pantomimes, [including] motion pictures."
102. See BusinessWeek Online, supra note 47 ("After watching the music industry's
turmoil in the wake of Napster, Hollywood is taking no chances that it will star in Napster:
The Sequel.")
103. EFFComments, supra note 75, at 3.
104. See BusinessWeek Online, supra note 47.
105. Mp3 is the most common format for audio transmission over the Internet. See
About.com, MP3 Music: What it Is and How to Use it, http://mp3.about.com/
library/weekly/aa091399.htm (last visited March 11, 2004).
106. FCCReport and Order,supra note 9, at 5.
107. EFFComments, supra note 75, at 4.
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hour movie would take up 140 gigabytes of space on a computer's
hard drive'0--more space than most computers can actually hold.
Additionally, the average consumer with a broadband connection will
not be soon obtaining speeds on the Internet fast enough to distribute
such a file conveniently. 1°'
Movie piracy that occurs on the Internet today is usually taken
from movies which are currently or about to be released in theaters or
from programs recorded from cable. " ° These downloads, while
sometimes good in quality, are compressed to the point at which they
can be quickly downloaded on high speed connections.'11 They are far
from the highest digital quality that the broadband flag was meant to
protect.1 2 In the case of new release films, such downloads are
obviously illegal, as they were not made available either for free
broadcast or pay cable."3 However, in the case of cable television
(and, consequently, broadcast television as well), peer-to-peer
transfer of programming has yet to be determined per se illegal.
Copyright owners are limited in their protection by means of fair
114
use.
Is it alright for a mother to send an episode of "Law & Order" to
her son in college? Is that fair use? Since the inception of the Fair Use
Doctrine, it has been up to the courts to determine whether a
particular use of a copyrighted material is fair use or infringement."5
Courts determine fair use on a case-by-case basis."6 What the FCC is
trying to do is anticipate a bright line rule for fair use that simply does
10& Id. at 4.
109. Id. at 4-5.
110. See Associated Press, Getting illegal movies for free has never been easier (May 25,
2003), available at http://www.macon.com/mld/macon/news/local/5943833.htm (suggests
that movies downloaded off the Internet are new release films or cable television
programs).
111. Id. See also Anne Thompson, Tinseltown Follies, New York Magazine (May 5,
2003), http://www.newyorkmetro.com/nymetro/movies/colunms/hollywood/n__8677/.
112. The primary reason for the broadcast flag was to protect high quality digital
content. FCCReport and Order,supra note 9, at 2.
113. 17 U.S.C. § 106 (2003).
114. Although fair use is not unlimited in the context of cable television (and,
consequently, broadcast television) as stated above, Section 107 of the Copyright Act still
provides that copying may be used for educational purposes, for criticism, or for means of
news reporting. The problem with the broadcast flag is that currently, it prevents all
distribution of digital flagged content. The MPAA claims that the flag will only prevent
"unauthorized" distribution, but have yet to outline how they will make the distinction
between something distributed fairly and something distributed illegally. See MPAA,
supra note 41.
115. See Sony Corp. of America v. Universal City Studios, 464 U.S. 417, 496 (1984).
116. Campbell v. Acuff-Rose Music, Inc., 510 U.S. 569,577 (1994).
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not exist. Rather than shutting down several possible outlets for fair
use through technology, the FCC and Hollywood should trust in
current law and the courts to determine what constitutes infringement
in the case of broadcast television.
Distribution of digital broadcast television over the Internet that
exceeds fair use is likely to be very low, not only for the reasons
stated above, but for the simple fact that it is broadcast television.117
Broadcast television is lower quality than cable television and
includes advertisements on almost all programming, something which
no pirate wants taking up space in their downloaded file. While TIVO
users can now skip through commercials, such concerns would only
be relevant for made-for-television programming and not films, which
include advertisements as well as editing, and are more appealing to
copy off of cable or satellite.
The broadcast flag scheme does not take into account the true
nature of consumer's use of broadcast television. Digital broadcast
television is already being sent in the clear through airwaves, yet sales
of video and DVDs are increasing.1 8 With or without the broadcast
flag, the nature of piracy will exist in a continuous pattern of ups and
downs. Cutting off one very small area of copying will not deter those
who mean to pirate from doing what they have always done. It will,
however, make the average consumer's equipment obsolete before its
time.
B.

New Business Models

It took a lawsuit1 9 and the alienation of thousands of music fans
before the music industry realized that in order to slow music piracy,
individual songs had to be made legally available on the Internet.' 2
The movie industry has problems much worse than broadcast
television, like the pirating of "screeners," which are advanced copies

117. The broadcast flag is not concerned with cable or satellite television because
consumers pay for the privilege of accessing these channels. However, the broadcast flag
will still affect cable and satellite subscribers because broadcast channels are transmitted
through both cable and satellite. Much of the programming on these channels will include
the broadcast flag. Also, flagged devices which work with home entertainment systems still
will remain incompatible with older legacy devices even if the television is hooked up to
cable or satellite.
118. Thompson, supra note 111. (Global sales by studios were up 18 percent in 2002,
which include an 82 percent increase in DVD sales).
119. A&M Records, Inc. v. Napster, Inc., 239 F.3d 1004 (9th Cir. 2001).
120. The two major online stores for individual songs are iTunes,
http://www.itunes.com/ and Napster, http://www. napster.com/, both of which sell songs for
99 cents.
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of unreleased or just-released movies.12 While the resolution to this
problem requires a more complex business model, and possibly new
schemes of copyright protection,"' a simple change in the way
television is distributed could head off the need for a broadcast flag.
Jack Valenti already suggested a new distribution scheme for movies:
"If you put movies on the Internet in legitimate services, at fair prices,
it will entice consumers."'2 3
Broadcast television is special in that it is free. Anybody with an
antenna (and possibly some tin foil) can receive channels like Fox,
ABC, NBC, CBS, PBS and even "netlets" UPN and The WB. The
broadcast flag was not created to protect against the advanced pirate,
but the average television viewer 2 4 If the Internet is the new frontier
for enjoying television programming, then making free streams of
broadcast shows would head off most pirating. 2 5 Advertisements
could easily be added to streams either through a sticky banner on a
window or through traditional interruption of programming. Separate
streaming advertisements which cut into the main broadcast are
6
already used on various streaming music programs on the Internet.'
The following outlines a simple Internet broadcast model:
1. Broadcast networks would make programs available for a
limited amount of time (approximately a week) through
streaming video from the date that the program is aired
on broadcast television.
2. Giving viewers a week to stream the program would
allow for some time-shifting according to viewer's
schedules.
3. Streams could include banner advertisements or
separately streamed commercials cutting in at the same
time commercials would air on a television broadcast.
4. Hard downloads of programs could be made available for
a fee. These downloads would be protected from
redistribution by the use of an authorize/de-authorize
121. Associated Press, supra note 110.
122. This could include copyright protection embedded on DVDs which prohibit any
copying of the disc at all (although this also brings up issues of fair use).
123. Borland, An end to digital piracy? (Apr. 4, 2002), at http://news.com.com/20081082-875394.htrnl.
124. FCCReport and Order,supra note 9, at 20.
125. Naturally, this would not prevent all pirating because some cannot resist the idea
of purely free content on the Internet. However, if the average law-abiding user knew that
there was a legal way to download digital content on the Internet, it is likely they would
not opt to download the illegal copy instead.
126. See Music Choice, http://www.musicchoice.com/.

20051

THE FAILURE OF THE BROADCAST FLAG

process similar to the one used by iTunes with their song
downloads.l 27 The programs would only play on a
specified number of authorized computers. Computers
may be authorized or de-authorized to play specific
downloads.
This model, although simple in nature, would bring up issues
involving licensing programs and movies for the Internet. However,
in the future, licensing agreements between studios and television
networks could include options for Internet streams and downloads.
Legally streamed movies are already becoming commonplace on the
Internet.'" A simple search for streamed movies found sites like
MovieFlix.com 29 and Movielink. 1 °
Business models like the one outlined above would give
consumers the opportunity to enjoy broadcast television in ways that
they are used to, including the rights to time-shift, view programs in
multiple locations and share programs with family. Consumers would
also pay for the right to make videos or DVDs from downloaded
content. While this model, admittedly, would not prevent serious
pirates from copying broadcast content and making it available for
free download off the Internet, the broadcast flag scheme does not
prevent this either. The problem lies not with the average consumer
and free television, but with the techno-savvy consumer and pay
television.
Conclusion
You can view the broadcast flag in two ways: a small band-aid
used on a gaping wound or a large wrapped bandage used on a paper
cut. Either way, it is an inefficient tool for a problem that may not
even be an issue. For those who feel that digital broadcast content is
in immediate danger from pirates, the broadcast flag does not provide
much protection against those who actually have the resources to
distribute digital content on' the Internet. For those who feel that
digital broadcast content is not the type of programming that is
actually pirated, the broadcast flag is a frustrating restriction on the
average consumer.

127. iTunes, http://www.itunes.com/.
128. Rediff.com, Is it possible to watch movies on the Internet? (Jul. 19, 2001), at
http://www.rediff.com/search/2001/ ul/19know.htm.
129. MovieFlix.com, http://www.movieflix.com/.
130. Movielink, http://www.movielink.com/.
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What the broadcast flag is likely to do is stifle innovation. As
more and more consumers become aware of the increasing limitations
on what they can do with the equipment they purchase, the demand
for newer and better equipment will diminish. Without that demand
for DVD players or recorders that allow more flexibility in viewing
and recording, manufacturers will choose to pursue other, less
noticeable areas of enhancement. The broadcast flag sets a precedent
that could reach all areas of digital media. The goal of copyright law is
to increase innovation in art and science, yet the flag does not allow
copyright laws to fulfill their purpose.
Imagine what lives would be like in America if the VCR was
deemed to contribute to infringement without the defense of fair use?
Innovation would stop in that area. Products like TIVO and DVD
Recorders would not exist. The MPAA would not partake of the
billions of dollars it reaps every year from selling videos and DVDs.
Rather than creating a situation that prevents science from
innovating, digital content creators should consider different business
models. What is unthinkable today could be commonplace tomorrow,
as was the case with home videos. The Internet is the new frontier of
entertainment. Like the music industry, the movie and television
industries should pursue areas beyond television. Free programming
need not only come over the air waves, but over cable or DSL lines as
well.

